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Abstract

Ethereum is a popular account-based blockchain whose num-
ber of accounts and transactions has skyrocketed, causing
its data explosion. As a result, ordinary clients using PCs or
smartphones cannot easily bootstrap as a full node, but rely
on other full nodes to verify transactions, thus being exposed
to security risks. The most serious overhead is caused by
synchronizing the state of all accounts in the block’s state
trie, which takes several tens of gigabytes. Observing that
more than 95% of the accounts are dormant, we propose a
novel state optimization technique, named Ethanos. Ethanos
downsizes the state trie by periodically emptying it, and then
re-build it only with the active accounts used in the period’s
transactions. Ethanos runs transactions using the accounts
available in the current period’s state trie as well as those
available at the end of the previous period’s state trie. For an
account in neither of the tries, the account first restores itself
by transmitting a restore transaction. One important result
of this state management is that a node can now bootstrap
only with the latest period’s state trie, yet can fully verify
all transactions thereafter. We evaluated Ethanos with real
Ethereum transactions for 300,000 blocks from the 7.0 million
block, with a one-week period of emptying the state trie. Our
result shows that Ethanos can sharply reduce the state trie,
with only a tiny fraction of the restore transactions. More
importantly, unlike the Ethereum state trie which continues
to grow as time goes on, the Ethanos state trie size at the
end of each period is bounded by a few hundred MB, when
there are more than one million, one-week-active accounts.
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1 Introduction

Ethereum is an account-based blockchain system [1]. Unlike
Bitcoin, a UTXO (unspent transaction output)-based system
that implicitly represents the global state of the blockchain
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using unspent transactions [2], Ethereum explicitly records
the global state of accounts/balances separately from the
transactions. This state-based model is simpler and more in-
tuitive for developing smart contract, a tiny Turing-complete
program which performs specific tasks using account states
when invoked by transactions, and whose integrity is veri-
fied by every node in the blockchain. This is the reason that
account-based model has become a mainstream, so many
of modern blockchain systems such as Cardano [3], Polka-
dot [4], Solana [5], or Algorand [6] follow the model.

The popularity of Ethereum has exposed one problem of
account-based blockchain, though. The soaring number of ac-
counts and transactions made the Ethereum data more than
3.6TB as of Jan 2020 [7]. It is more serious than Bitcoin, since
the Ethereum block should save the account states as well as
the transactions. As a result, ordinary people using personal
devices with limited storage and network bandwidth cannot
easily bootstrap as a full node [8] that can completely verify
transactions. If they cannot fully validate transactions them-
selves, they, as a light node [8], should rely on other full nodes
such as miners or central service providers like Infura [9], to
delegate transmission and validation of transactions. How-
ever, this might make the users vulnerable to financial fraud
or transaction censorship. More seriously, if the number of
full nodes and miners is small, the blockchain network it-
self becomes vulnerable to manipulation, compromising the
security of the blockchain.

To solve this problem, we need to reduce the essential data
to become a full node. The primary bottleneck is the state
trie that stores all account states using a data structure called
Merkle Patricia Trie (MPT) [10]. Normally, a node becomes a
full node with full sync, by running all transactions from the
genesis block to the current block to reproduce the current
state trie and all of its update histories. This takes a long
time and requires a huge space. Go-ethereum (Geth) client,
one of the most popular Ethereum clients [11], employs a
more efficient synchronization mode called fast sync. Fast
sync downloads only the snapshot of the state trie of the
pivot block, 64 blocks behind the current block, and replays
only the transactions from the pivot block to the current
block to reproduce the current state trie. Fast sync obviates
generating and saving the update histories of the old state
tries, substantially reducing the storage size to about 235GB
in Jan 2020 [7], only 6.7% of the total Ethereum data. However,
235GB is still too heavy for an ordinary client to synchronize.
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More seriously, the MPT-based state trie, estimated more
than 70GB, requires hash-based random database access,
which renders traversing, transferring, and rebuilding the
state trie heavily suffer from high disk I/O (only SSD, not
HDD, is usable [12]), making fast sync still take a long time.

Through in-depth investigation of the Ethereum data, how-
ever, we found that more than 95% of Ethereum accounts are
dormant, that is, not active for a week or for a month. Based
on this observation, we propose a new state optimization
technique named Ethanos that periodically sweeps dormant
accounts to reduce the size of the state trie. Since it is not
easy to isolate and remove dormant accounts from the state
trie, Ethanos simply builds an empty trie at the start of each
period, and then re-build only with the active accounts used
in the period’s transactions. For this, we cache the state trie
at the end of the previous period, so that if an account used
by a transaction is not available in the current trie (initially
so since we start with an empty trie), we search for it from
the cached trie, copy it to the current trie, and then update it
as a result of the transaction. If the account is in neither of
the tries when the account wants to be a sender of a transac-
tion, the account first restores itself by transmitting a restore
transaction; if the account is a receiver, we do not have to
restore it but create a "crumb" account as if we are creating
a new account, then merge later with the original account
when it becomes a sender. We implement restore transaction
efficiently with Merkle proof, Void proof, and bloom filters.

One important consequence of the proposed state manage-
ment is that a node now can bootstrap only with the latest
period’s state trie, yet can still perform full verification of all
transactions. We experimented with the real Ethereum data
from the 7.0 million to 7.3 million blocks, when Ethereum
blocks are fully packed with many transactions and active
accounts. We found that Ethanos can reduce the state trie
size of each one-week period to around 220MB, which is
tiny compared to the full state trie size of 70GB. More im-
portantly, the size of Ethanos trie would remain the same
while the size of Ethereum trie increases as time goes on,
since Ethanos trie will include only the active accounts in
each period. If we exploit additional optimizations to obviate
old transactions [13] and less-important block headers [14],
Ethanos can reduce the space/time cost sharply, reasonable
enough for ordinary users to synchronize as a full node. This
not only increases the number of full nodes/miners, thus
improving blockchain security, but allows occasional on-line
users to be a full node whenever transmitting a transaction,
verifying it for themselves, thus improving user security.
This paper made the following contributions:

e We proposed a technique to sharply reduce the state
trie of account-based blockchain system by emptying
it periodically to remove dormant accounts.

e We proposed a restore transaction which can reacti-
vate a dormant account, possibly after merging with
its crumb accounts scattered across different periods.
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e We designed a full-node protocol that can quickly and
efficiently bootstrap with the latest period’s state trie,
and fully verify all transactions thereafter.

e We evaluated Ethanos with real Ethereum transactions
on a real Geth client, to show that it can sharply reduce
the synchronization cost and work efficiently.

The rest of this paper is composed of as follows. Section 2
reviews Ethereum and its state trie. Section 3 observes the
Ethereum account activities. Section 4 describes how Ethanos
works. Section 5 shows the experimental results. Related
work is in Section 7. Summary is in Section 8.

2 Review of Ethereum and State Trie

To make the paper self-contained, we review how Ethereum
works, especially its state trie. Ethereum is a representative
account-based blockchain that maintains a singleton chain
of blocks, synchronized among the participating nodes in a
peer-to-peer network. Its state, o, is a set of address-account
pairs that are updated by the transactions [10]. The updated
state and the transactions are recorded in a block and propa-
gated across the entire Ethereum network by Gossip proto-
col [15]. A block is a unit of state synchronization generated
in every round, and a node that creates a block is called a
miner. Other nodes in the network receive the block and
replay the transactions to reproduce and verify the current
state. When most participating nodes synchronize to a block
with the current state 0., a new round starts to generate
the next state o.+;. A miner is decided pseudo-randomly by
sortition based on an algorithm named Ethash [16], similar
to proof-of-work in Bitcoin [17]. It uses the longest chain rule
to solve the race condition when more than one block are
generated in the same round, finding the canonical chain
and rejects orphan blocks. These consensus algorithms guar-
antee that all participants eventually synchronize to a single
state with identical blocks. Figure 1 shows an example of
Ethereum block chain and the account state in each block,
which will be explained shortly.

2.1 Account

An account in Ethereum is accessed by an address composed
of 40 hexadecimal characters. An account includes four types
of data: nonce, balance, storageRoot, and codeHash. nonce
records the number of transactions the account has ever
made, to prevent a single transaction from being executed
multiple times. balance shows the amount of Ether (ETH),
the cryptocurrency of Ethereum, that the account has. If an
account is an externally-owned account (EOA)-i.e., user’s ac-
count, its storageRoot and codeHash fields are null. Otherwise,
the account is a contract account (CA), and the storageRoot
has the key of the storage where the value is the state of the
smart contract, while the codeHash shows the hash value of
the code used to retrieve the contract code from the database.
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Figure 1. State trie, state (¢), and database (B) structure of Ethereum.

2.2 Transaction

Transaction transfers a value from a sender (from) account

to a receiver (to) account, thereby changing the balance of
both accounts, and increments nonce of the sender account.
To prove the validity of a transaction, one needs to check
if the sender has a sufficient balance, and the transaction
nonce is equal to the sender’s nonce. A transaction includes a
transaction fee to be credited to the miner, who will also get
a block reward for successful mining, so the balance of the
miner account is also updated. Each transaction contains a
signature of the sender account using private key to prove the
ownership of the digital asset that the transaction transfers.

2.3 State Transition

Let Tx; be a transaction list of the block i and Tx] be the
n + 1t" transaction in the Tx; list [10, 18]. Formally: Tx; =
[T, I, - - -, Tx{ 11 when the list size is j. Then, block-level
state transition function II is defined as: o; = I1(0;_1, Tx;)
where o;_1 is the state of the block i-1, and IT applies each
transaction in Tx; to o;—; in a serial order, generating o,
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the state of the block i. Equivalently, we can obtain o; by
sequentially applying transaction lists to the state oy of the
genesis block: o; = TI(- - - (I (a0, Tx1), Tx2), - - -, T;).

For example, Figure 1 (left) shows that o; of the block i
consists of five accounts whose addresses are 0xa7d391 (a,),
0xa7d397 (az), 0xa7f936 (as), 0xd81355 (ay), 0xd815fc (as) (we
represent an address with six characters for simplicity, and
assume that all accounts are EOA). If the transaction list
Tx;+1 of block i + 1 contains only one transaction Tx?Jrl that
transfers 5 ETH from the account a, to the account a4 with
a 0.01 ETH fee, the balance of a, decreases from 45.01 to
40.00 ETH and the nonce increases by one. Also, the balance
of a4 increases from 0.12 to 5.12 ETH with no change of its
nonce. If as is the miner of the i + 1" round, the balance of
as is incremented by 2.01 ETH (0.01 ETH is the transaction
fee and 2 ETH is the block reward). This constitutes ;.1 as
depicted in the figure (middle). A transaction Tx?,, of block
i + 2 makes the account a4 sends 1 ETH to a new account ag
whose address is 0xd813a8, which creates ag, and updates aq4
and a; (miner), leading to o4, in the figure (right).
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2.4 State Trie

Ethereum stores the account states in each block using a
Merkle Patricia Trie (MPT) [10], a data structure combin-
ing Patricia trie [19] and Merkle tree [20]. Patricia trie is a
search tree saving (address, data) of accounts. The character
sequence of an address becomes a deterministic path to its
data located at the leaf of the trie, and those accounts with
common prefixes in their address share the same sub-paths
in the trie. This makes address search efficient. Merkle tree
labels every leaf node with the hash value of their data, and
labels every intermediate node with the hash of the labels of
its child nodes recursively, until labeling the root node. This
allows efficient and secure verification of a large tree since
any single change of data leads to a different root hash.

As a merged data structure, MPT is implemented as fol-
lows. MPT has two types of intermediate nodes: a branch
node and an extension node. In Figure 1, for example, the root
node of the block i’s state trie (labeled by hashA) is a branch
node that distinguishes five addresses into two groups: those
starting with a and those starting with d. The child of a
branch node is an extension node to add prefixes common
to its descendants before branching; for example, the node
after branching thru d (labeled by hashC) adds the common
prefix 81 for its descendant accounts, a4 and as. The child of
an extension node is another branch node, so this alternation
of the two types of nodes repeats until the address of each
account can be distinguished, and the account is added as a
leaf node. Now, MPT labels each leaf node and intermediate
node with a hash (key), computed using its node data (value).
This allows implementing the MPT using a key-value data-
base such as LevelDB [21]. More specifically, an extension
node is a two-item node of the form [key, path] where path is
the common prefix and key is the hash of its only child node,
used for looking up the child in the database. A branch node
is a 17-item node of the form [vg, vy, - - -, of, value] where the
position of v; means the one-character prefix i (from 0 to f)
and v; is the key, the hash for the corresponding child node
(v; is null if there is no child of the prefix i). Figure 1 (left)
shows the database B; corresponding to o; for the block i,
which depicts the key-value for each node.

Now we see how each transaction updates the state trie.
When an account is updated as a result of a transaction,
its hash should also be updated. Instead of just changing
the hash for the corresponding leaf node, Ethereum creates
a new trie node with a new key (hash) and value (data),
then appends it to the database. This will make the parent
node also be updated, appending a new trie node for it. This
continues until a new root node is added. Figure 1 shows
that the transaction Tx;,; adds new nodes at the end of B;,
leading to B;41, so the state root of the block i + 1 now has
the hash for the new root (hashA’). Similarly, Tx;,, adds new
nodes including a new account node for a4, leading to Bj,».
By adding new trie nodes, Ethereum can keep track of the
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history of all state tries (e.g., the block i can still access the
old root and its descendants, thus its snapshot of state trie,
even after the block i + 1 is added), which strengthens the
security of the blockchain, yet with a high space overhead.

2.5 Proof of Membership
Keeping the update history for the state trie allows a sim-
ple membership check for an account, only using the block
header even without the state trie. Figure 1 shows what the
block header stores: prev hash (the hash of the previous
block), tx root (the root hash of the transaction trie in the
block body), and state root (the root hash of the state trie).
Membership of an account in a particular block can be proven
only with state root in the block header, if a Merkle proof is
given. The Merkle proof of an account for a state trie is com-
posed of every node data from the root node to that account
node. For example in Figure 1, the Merkle proof of an ac-
count as at the block i is a list of node data, expressed using B
(=B;) as follows: Py[i] o;=[B(hashA), B(hashC), B(hashE),
B(hashl), B(hash(as))] , where B(hashA) = {a : hashB,d :
hashC},B(hashC) = [hashE, 81],B(hashE) = {3 : hashH, 5 :
hashl}, B(hashl) = [hash(as), fc], B(hash(as)) = {balance :
32.01, nonce : 30}. Then, if a verifier is a given a Merkle proof
Pa[i] s, it can check if a5 really existed in a block i and if
as had the same data as in Py[i],,, only with the state root
value of the block header (the state trie itself or the block
body are unnecessary). That is, the verifier reproduces the
hash keys by applying the hash function to each node data
in Pp[i] 4, recursively from the leaf to the root, as follows:
hash(as) = hash({balance : 32.01,nonce : 30}), hashl =
hash([hash(a5), fc]), hashE = hash({3 : hashH, 5 : hashl}),
hashC = hash([hashE, 81]), hashA = hash({a : hashB,d :
hashC}). Finally, we can check the membership of a5 and
its account data simply by comparing hash(hashA) with the
state root. This makes sense because it is almost impossible
to manipulate some data (e.g., balance, nonce, fc, hashH, 81,
hashB) to produce the same root hash in the Merkle proof.
Similarly, one can prove non-membership of an account us-
ing a Void proof. For example, we can generate a Void proof to
show that some account 0xa7ec6b (a,) does not exist in state
o; as follows: Py[i],, = [B(hashA),B(hashB), B(hashD)].
If a verifier is given the Void proof, it can reproduce hashA,
hashB, and hashD by applying hash function for each item in
Py [i]a,, to confirm the validity of the proof. Then it can know
that B(hashD) = {d : hashF, f : hashG} does not contain
the key e, meaning that o; does not have an account whose
address starts with Oxa7e. Actually, our proposed Ethanos
exploits the Merkle proofs and the Void proofs effectively
for restore transactions (see Section 4).

2.6 Synchronization

When a new node joins the Ethereum as a full node, it must
synchronize to the current state, which involves download-
ing all blocks, replaying the transactions from the genesis
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block to the current block to regenerate the historical data
including all state tries, and verifying all block headers based
on the data [22]. This full node is also called an archive node.
However, because of the enormous data, full sync requires
massive storage and excessively long running time (a few
weeks). So, the Geth client provides another synchronization
mode to be a full node, fast sync [23], which downloads all
blocks as in full sync, but also downloads a snapshot of the
state trie for a block called the pivot block (which is 64 blocks
behind the current block in the latest version of Geth), then
replays only the transactions from the pivot block to the
current block to generate the current state trie. The idea is
that older blocks are harder to counterfeit, thus lesser need
for verification. Since fast sync bypasses the replay process
of the transactions that occurred before the pivot block, it
can reduce the space overhead and the synchronization time.
Unfortunately, fast sync still requires a huge space of about
235GB in Jan 2020 and takes a day. Among 235GB, the state
trie is estimated to be over 70GB [24], while the rest is domi-
nated by the transaction data. As to the synchronization time,
it is mainly composed of state trie download phase and trans-
action download phase, which are parallelizable. Between
the two, the state trie download phase is known to be more
critical because it requires traversing, transferring, and re-
building a huge MPT, which suffer from intensive disk I/O
due to MPT’s hash-based database accesses [12], so it is a
bottleneck for synchronization (although transactions are
much larger, we can batch-download them relatively fast
using the transaction index in the block).

3 Observation of Account Activity
To reduce the bottleneck of synchronization, we first of all
need to reduce the size of the state trie to download. For
this, we observed the activity of the Ethereum accounts. We
found that more and more accounts are getting dormant as
time goes on and the proportion of the dormant accounts
is increasing, when we trace the number of active accounts
from the genesis block to the 8 million block, as depicted
in Figure 2; for each weekly-sampled block we count the
number of accounts that send, receive, or mine during the
last one week, and depict it as one-week active accounts for
that block. Similarly, we measure one-month active accounts.
We can see that only 3% and 5% accounts are active for one-
week and for one-month periods, respectively. This trend
continues as of Jan 2020, where the account number is more
than 85M, growing at a rate of about 50K-150K per day [7].
Another observation is that active accounts are likely to
be updated soon after they are updated. For each account we
measure the average time distance between two consecutive
updates (as a sender or a receiver of a transaction, or as a
miner of a block), and classify the accounts by the average
time distance, as shown in Table 1. We can roughly interpret
that an account is updated in a week (~ 40, 320 blocks) with
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Figure 2. Number of active accounts (left axis, line of shaded
area) and its ratio (right axis, line) at each block of Ethereum.

distance (<) 1day 1week 2 weeks

1 month 6 months

ratio (%) 623 76.0 82.4 89.0

Table 1. Average update distance of the accounts.

a probability of 76%, and in a month (= 172, 800 blocks) with
a probability of 89%, after it is updated.

If we combine both observations, we can say that only a
fraction of accounts are active at any point of time, but once
they are activated, they are likely to be accessed again soon.
This motivates the idea of Ethanos. That is, sweeping dor-
mant accounts once a week or once a month would sharply
reduce the state trie size, allowing a faster sync. Also, we can
handle most transactions of this week or this month with
the (sharply-reduced) state trie of the previous week or the
previous month, respectively, since many accounts active
in the previous trie will be active again in the current trie.
If an account required for processing a transaction is not
available in the previous trie, we need to restore the account
before invoking a regular transaction, but the frequency will
be low. Finally, the size of a reduced state trie would not
grow as time goes on, unlikely the Ethereum state trie, since
the number of transactions mined with a week or a month is
bounded, so is the number of active accounts. The problem
is how to sweep dormant accounts, restore them if needed,
and synchronize efficiently, which will be discussed below.

4 FEthanos

Ethanos is a novel state optimization technique, proposed
for account-based blockchain such as Ethereum. Ethanos
periodically sweeps and rebuilds the state trie, and uses the
reduced trie for bootstrapping. This requires a new way of
governing transactions and synchronizing to a state.

4.1 Sweep

Ethanos defines an epoch, A, the number of blocks after
which Ethanos sweeps the dormant accounts periodically (4
is around 40,320 blocks for one-week period in Ethereum).
We call the last block of an epoch a checkpoint. Since it is ex-
tremely expensive to traverse a state trie to find and remove
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Figure 3. State trie of Ethanos (simplified from Figure 1).

dormant accounts, Ethanos simply creates a new empty trie
every time a new epoch starts, and fill it with the active
accounts used by the transactions in the new epoch. Miners
or verifiers will execute a transaction as usual, using the
new trie to find and update the accounts involved with the
transaction. Since the trie is initially empty, however, no
account is available, so Ethanos caches the state trie of the
previous checkpoint and use it for finding an account state
as well. That is, if an account used by a transaction is not
available in the new trie, we search for it from the cached
trie, and if it is there, copy it to the new trie, and update it as
a result of the transaction. If the account is not available in
neither of the tries when the account wants to be a sender
of a transaction, it should first restore itself. At the end of
the current epoch, Ethanos caches the current state trie, dis-
carding the old cached trie, then starts a new epoch and the
same process repeats.

The reason that Ethanos caches only one previous state
trie (instead of caching multiple tries for better chance of
finding) is that this allows a full node to bootstrap with a
single trie, thus reducing the download size. Also, it will make
every full node behave the same (instead of using multiple
cached tries by some nodes while using one cached trie by
others), as in the original blockchain. Finally, the state tries
of consecutive checkpoints will include many redundant,
active accounts, so it is more efficient to use only one.

Figure 3 illustrates how Ethanos blockchain works using
the example in Figure 1. We assume that the n'" epoch ends
at the block i (=n - A), which thus becomes a checkpoint, with
a cached trie 0,.). The n+1t" epoch starts with an empty
trie, 0. A miner as executes a transaction transferring from
a; to a4 to generate the block (n - 1) + 1. None of ay, a4, or
as are in the current empty trie, so we find them from the
cached trie o,,.;, copy to the current trie o(,.1)+1, and update.
For the next block (n - A) + 2, the sender of a transaction, ay,
can be found in the current trie o(y.»)+1, the miner a; can be
found in the cached trie o,,.), but the receiver g is neither
of the two tires, so ag is created as a new account, leading to
anew current trie o(,.1)+2. In this way, we can obtain a state
trie consisting only of the accounts active during the n + 1%
epoch, which will be cached at the next checkpoint ¢y,.(341).
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4.2 Restoration of Dormant Account

In Figure 3, if an account neither in the current trie nor
in the cached trie, say as, is a dormant account, it should
first be reactivated before if it is a sender or a receiver of a
transaction. There are two cases. If the account wants to be
a sender, it should first transmit a restore transaction, which
will create the account in the current trie in its last account
state. If the account is a receiver of a transaction, there are
also two cases. One is that the account is indeed a dormant
account. The other is that the account is a new account
because, in Ethereum, when someone sends some value to
an arbitrary address that does not exist, a new account for
that address is created in the state trie with a nonce of zero,
regardless of the existence of the owner, as a¢ in Figure 3. In
Ethanos, we simply create a new account even for the former
case, which we call a crumb account. A crumb account can be
a sender of another transaction if it has enough balance, but
if not, it should also transmit a restore transaction, which will
merge the crumb accounts (there can be multiple instances
in multiple epochs) with the original account. In this way,
Ethanos can reduce the frequency of the restore transactions.

4.2.1 Restore Transaction. A restore transaction is initi-
ated by the owner of a dormant account, but the transaction
itself is created and transmitted by an archive node on behalf
of the owner (Ethanos archive node works in the same way
as Ethereum archive node, except that it deals with reduced
tries; see Section 4.3). Then, miners and verifiers will run it as
other regular transactions. So there are three roles involved.
The owner should first determine if its account is dormant
by checking if two epoch periods have passed since the last
occurrence of its transaction or by inquiring if its account is
accessible in the current epoch. Since the owner can easily
bootstrap as a full node with Ethanos, it can determine the
dormancy for itself. If the account is used once in a while,
the owner may use a long-running smart contract to send a
small amount of Ether to the account regularly.
An archive node who gets a request from the owner creates
a restore transaction by accessing the state tries of related
checkpoints and collecting the essential data, including:
o A Merkle proof of the account at last active checkpoint
e Void proofs of the account at each checkpoint from
the last active checkpoint up to the latest checkpoint-1
That is, a restore transaction should have a proof that the
account was active at the last active checkpoint and was
inactive thereafter. The Void proof for the latest checkpoint
is unnecessary as we can check it thru a cached state trie.
Miners or verifiers will execute the restore transaction
when it is in the transaction pool. They verify if the Merkle
proof and the Void proofs are correct using only the state root
in the checkpoint block headers, as explained in Section 2.5,
and create the account in the current block’s state trie.
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(b) Bloom filters can reduce the number of Void proofs.

Figure 4. Proofs and bloom filters for restore transaction.

Suppose that an account addr wants to restore itself when
its last active checkpoint number is k and the latest check-
point number is n where k < n (checkpoint number starts
from 1). So, the state trie of the checkpoint k has this account
(0k.1[addr] # ¢), whereas the state tries after the checkpoint
k do not have the account (0. [addr] = ¢). So the restore
transaction includes a Merkle proof Py [k - 1] 444» to prove
that the account was valid in the block k - A, and Void proofs
Py [(> k) - Aladar to assure that the checkpoint k was the
last active one. Figure 4(a) shows an example. These proofs
will keep a malicious restore transaction from being verified
during its execution. For example, if there is an attempt to
restore an account state earlier than its last active checkpoint
k (e.g., the earlier state has a higher balance), the verification
will fail at k since the Void proof for k cannot pass.

One issue is that as n — k increases, the number of Void
proofs increases, making a large restore transaction. So we
save a bloom filter in the block header of each checkpoint,
a space-efficient probabilistic data structure to confirm the
non-membership of an account [25]. A bloom filter always
answers positive for a member, but it can also answer positive
for a non-member (false-positive) with a low probability. On
the other hand, if the bloom filter answers negative, the non-
membership can be assured (i.e., there is no false-negative).
Therefore, when the bloom filter of a checkpoint i answers
negative (non-membership) for an account address addr, the
restore transaction does not have to include the Void proof
Py [i - Al aq4r, because the bloom filter guarantees the non-
membership of the address. This can significantly reduce the
number of Void proofs (e.g., Figure 4(b)). The verifier should
confirm the non-membership using the bloom filter when ex-
ecuting the restore transaction, though, to prevent malicious
restoration. Considering the space overhead of bloom filters,
we currently set the probability of false-positives around
10%, thus obviating 90% of the Void proofs.

The reason that restore transaction is made by archive
node instead of by Ethanos full node (e.g., the client node who
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Figure 5. Restore crumb accounts with restored flag.

has the account) is that Ethanos full node bootstrapped with
a state trie of some checkpoint might not have enough data
to make a restore transaction, if the the last active checkpoint
of the account is older than the bootstrap checkpoint. If not,
the Ethanos full node makes the restore transaction for itself.

4.2.2 Restore Transaction with Crumb Accounts. A
crumb account is created in the current state trie as if a
new account is created in Ethereum. One concern is that
there is no way for a regular Ethanos full node to tell if an
account is crumb or new since it does not have the state tries
of all checkpoints. So, if we simply treat a crumb account
as a new account and set the nonce as 0, an attacker might
transmit a transaction already executed in the past, namely a
replay attack, to receive a value again. To eliminate the possi-
bility of such an attack, Ethanos sets the initial nonce of any
account as current block number (k) times average transac-
tions per account per block, a value which will always exceed
any nonce value that has ever appeared previously [26].

If we need to restore an account that has crumb accounts,
Ethanos should restore the account by merging the account
in the last active checkpoint with its crumb accounts, pos-
sibly scattered across multiple checkpoints. So, the restore
transaction should include a Merkle proof for each check-
point that has a crumb account as well as for the last active
check point. If multiple, consecutive checkpoints have the
crumb accounts, the restore transaction should merge the
balance of only the last checkpoint since it will have the
final balance that integrates the account activity of those
checkpoints. For example, Figure 5 (a) shows that there are
three consecutive checkpoints, all of which have a crumb
account, but only the balance of the last one will be merged
with the original account of the last active checkpoint.

There is one issue for verification. For a restore transac-
tion with a single Merkle proof, a malicious transaction that
attempts to restore the account state in an old checkpoint
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earlier than the last active checkpoint k cannot pass the Void
proof for k, as discussed previously. A restore transaction
with crumb accounts may allow two Merkle proofs Py, and
Pz in a transaction, which would be interpreted as Py; be-
ing the last active account and Py, being as a crumb account.
However, if Py; is an old active account, while Py, is a re-
stored account of Pyq, thus being a new last active account,
this interpretation is incorrect since it is attempting to add
the balance of Pyy; again. We solve this problem by adding an
one-bit restored flag to the account state, whose default value
is 0, yet is set to 1 by the verifier when an account is restored.
Figure 5 depicts the flag bit for each checkpoint that has the
account. So, if the flag for Py is 0 as in Figure 5 (a), meaning
a legitimate crumb account, Pyy; and Py, can be merged and
restored, with the flag for the restored account set to 1. If
the flag for Py is 1 as in Figure 5 (b), the verifier will reject
cheating already-restored account as a crumb account.

4.2.3 Security Property. The security of Ethanos can be
stated as follows. First, if a restore transaction includes a
false proof of an account (e.g., void proof for a checkpoint
where the account exists), the verifier can detect and fail the
restoration (e.g., the cheating attempt in Section 4.2.1).

Second, if a restore transaction includes only valid proofs,
a Merkle proof for a checkpoint means one of three cases:
a restored account if the restored flag at the checkpoint is
1, an active account if the restored flag is 0, and a crumb
account if the restored flag is 0 and if there is a restored or
active account ahead of it in the restore transaction. Then,
there are only four checkpoint states for an account: active
(a), restored (r), crumb (c), and void (v). Now, Ethanos has
the following security property: “a restore transaction can-
not generate an invalid state”. A valid state generated by
a restore transaction can be expressed using a regular ex-
pression (a*|r*)v*(cTv)*v*. If a restore transaction includes
proofs that can generate a string of this regular expression,
it can be executed by Ethanos; otherwise, it is rejected (we
assume that if the last proof is a crumb state, there is an
additional void state next to it, to make the regular expres-
sion simple without affecting the correctness). For example,
avvucccoo in Figure 6 (a) is valid, but avvvvoroo in Figure 6
(b) is invalid because r follows v (aav is still valid although
it include two consecutive a’s, since Ethanos will correctly
restore the account only from the second a). Since Ethanos
rejects any string not belonging to the regular expression, an
attacker has no choice but to follow the regular expression,
but it only generates a correct state.

4.3 Synchronization

Ethanos has two synchronization modes. One is archive sync,
the same as full sync in Ethereum. It downloads all blocks
and replays/validates all transactions from the genesis block
to the current block to reproduce the current state trie.
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Figure 6. The number of active accounts (left axis) and its
ratio (right axis) in our experiment with 300K blocks.

The other is compact sync, the same as fast sync in Ethereum.

It downloads the state trie of the pivot block and replays only
the transactions from the pivot block to the current block to
reproduce the current state trie. Compact sync also down-
loads the state trie of the latest checkpoint to use it as cached
state trie, and omits downloading old transactions from the
genesis block to the pivot block unlike fast sync since they are
not replayed anyway; the client can request old transactions
to other archive nodes if needed [13]. Although compact
sync should download two state tries, both tries include only
the active accounts in the current and previous epochs, so
they will be small (around 220MB in our experiment).

4.4 Fee for Restore Transaction

Bootstrapping with sharply-reduced state tries and drastically-
fewer transactions will allow an ordinary client to function
as a full node to verify transactions. It will also lower the
space and time barrier to become a miner, increasing the
number of miners. More miners and less security concerns
would lead the miners to reduce the fee for the restore trans-
action, enough for the users willingly to pay. Actually, the
users will pay a fee to restore their accounts if the accounts
are more valuable than the fee. Archive nodes who maintain
old state tries/transactions to create the restore transaction
or provide old transaction on demand should also get the fee.
Supply and demand dynamics will determine the number of
archive nodes/miners and the fee, such that if the number of
those nodes increases, the fee will decrease, and vice versa.

5 Evaluation

We evaluated Ethanos with 300,000 blocks of Ethereum from
the 7.0 million block to the 7.3 million block, where 30,575,237
transactions execute updating 4,588,065 accounts for two
months in early 2019. At the 7.0 million block, Ethereum
blocks are packed with many transactions among many ac-
tive accounts, enough to show a mature behavior as a popu-
lar account-based blockchain. Our experiment can be inter-
preted as starting an Ethanos blockchain with Ethereum’s
7.0 million block as its genesis block, for the 300K blocks of
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Data type Geth  Ethanos Diff
Headers 110.26 119.98 +9.72
Bodies 3,220.84 3,852.75 +631.91
Receipts 1,035.47 1,042.14 +6.67
Difficulties 6.78 6.73 -0.05
Block number -> hash 12.14 12.04 -0.1
Block hash -> number 11.73 11.73 0
Transaction Index 1,019.24 1,006.83 -12.41
Bloombit index 6.13 6.13 0
Trie nodes 46,333.43  40,342.62 -5,990.81
Trie preimages 275.66 275.66 0
Total 52,031.68 46,676.61 -5,355.07

Table 2. Storage size (MB) comparison of archive sync be-
tween Geth and Ethanos.

Ethereum transactions (for comparison with Ethereum, we
also made Ethereum start from the 7.0 million block).

If we compute the number of one-week active accounts
and its ratio during this period, as we did in Figure 2, there
exist about 1 million active accounts with the ratio of 23.5%
at the 300K block, as shown in Figure 6. Since there are many
active accounts and transactions, our result would quickly
exhibit a mature behavior of Ethanos although it is obtained
only with first 300K blocks. On the other hand, since the
real ratio of active accounts will be much smaller (e.g., less
than 3% at the 7.0 million block of the original Ethereum
as in Figure 2) and the real storage data of a few years will
be much larger than that of two months, the real impact of
Ethanos will be much higher than the ones reported here.

Running real transactions on the real Geth client to evalu-
ate Ethanos is challenging, which is another contribution of
this paper. For example, we must lower the mining difficulty
to create blocks fast, but it is not simple to pack each block
with exactly the same transactions in the same order as in
Ethereum. So we control the miner using web3.js library to
pause/resume mining. Also, the private key of each sender is
unknown, so how to handle it is an issue. The experiment is
time-consuming; it took two weeks to run 300K blocks. On
the other hand, it is essential to evaluate Ethanos as realisti-
cally as possible since we can evaluate if sweeping dormant
accounts is really beneficial, and how much the benefit is,
only with real transactions running on real Geth code.

We performed the experiment in two steps. First, we pre-
simulate transactions to classify the accounts and generate
a transaction list, where we find points to add restore trans-
actions. That is, starting with the account balance at the 7.0
million block, we simulate the account activities to see what
accounts are saved at each checkpoint, what accounts are
accessed at each epoch, and if an account accessed by a trans-
action is available in the previous checkpoint, thus being
active in the current epoch, and if not, whether it should be
a new account, a crumb account, or a restored account. For a
restored account, we mark a position in the transaction list
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fast sync compact sync
Data type Geth Ethanos  Geth Ethanos
Headers 105.04 114.19 105.04 114.19
Bodies 3,075.72  3,629.04 6.43 6.64
Receipts 986.78 992.77 5.44 5.45
Difficulties 5.91 5.92 5.91 5.92
Block number -> hash 10.78 10.77 10.78 10.77
Block hash -> number 11.04 11.04 11.04 11.04
Transaction Index 993.77 983.03 0.19 0.19
Bloombit index 0 0 0 0
Trie nodes 831.83 220.03 832.84 220.03
Trie preimages 0 0 0 0
Total 6,020.87  5,966.79  977.67 374.23

Table 3. Storage size (MB) comparison of fast sync and com-
pact sync between Geth and Ethanos at the 7*" checkpoint.

where we will create a restore transaction (we cannot create
it yet since no blocks are built, so cannot compute proofs).

Then, we run the modified Geth client to run transactions,
create restore transactions, build state tries, mine blocks, and
perform synchronizations, exactly as Ethereum does. Since
we should start with an empty state trie () where the bal-
ance of any new account is set to zero, we make the value
of each transaction be zero to avoid exceptions incurred by
insufficient balances (in Ethereum we can start the genesis
block by initializing genesis.json file with the initial balance
of the accounts, but we found it fails if there are more than
one million accounts). Although only zero values are trans-
ferred, our pre-simulation profiles every account and finds
the correct position for restore transaction, so our experi-
mental result would be almost the same as when running
the real Ethereum transactions for Ethanos, especially for
the the storage size and the synchronization time.

Other experimental constraints are as follows. We made
all transactions as delegated transactions, transactions per-
formed on behalf of the real accounts, because we cannot
make a signature of each transaction. This increases each
transaction size by 20 bytes. We treat contract account (CA)
as externally owned account (EOA), such that a transaction
involved with smart contract to send Ether is regarded as
a regular transaction. An internal transaction, a transaction
that a smart contract invokes, is not a regular transaction,
thus being ignored. We will discuss how to restore CA later.

We implemented Ethanos based on Geth v1.9 client and
compared with it for evaluation. We set the epoch size to
40,320 blocks (=~ 1 week), which made seven sweeps (check-
points) during the 300,000 blocks and added 198,121 restore
transactions to the blockchain data. Also, the size of bloom
filter at each checkpoint block is 512 KB. To reduce the im-
pact of network fluctuation on synchronization time and the
peer-drop failures, we connect the client who bootstraps and
the host who provides the bootstrap data via Ethernet. The
host has 17-9700K 3.60GHz CPU, 64GB RAM, 6TB SSD, and
the client has 17-7700 3.6GHz CPU, 16GB RAM, 1TB SSD.
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Figure 7. Data size of fast sync and compact sync for Geth
and Ethanos at each checkpoint.

5.1 Storage Size

5.1.1 Archive Sync. Geth archive sync downloads and
replays all transactions from the genesis block to the current
block, which reproduces the current state trie (MPT) as well
as all intermediate trie nodes. Ethanos archive sync does the
same, except that it empties the state trie when a new epoch

starts, and executes the restore transactions additionally.

Table 2 compares the total data size of archive sync for Geth
and Ethanos from the genesis block to the 300K block, which
are 52.0GB and 46.7GB, respectively. It also compares the size
for each data type. This result means that Ethanos reduces
the total blockchain size by 5.3GB (more than 10%) and the
biggest contributor is the reduction of the Trie nodes sizes by
almost 6GB. It should be noted that both Geth and Ethereum
have the same number of accounts. They have the same
number of updates for each account, which adds new trie
nodes in the trie. The only difference is that Geth maintains
a single huge trie composed of all accounts (4.5M accounts at
300K block in Figure 6), while Ethanos maintains a small trie
at each epoch composed of only active accounts during the
epoch (#1.0M accounts). When an account is updated, the
depth to the account in Ethanos is likely to be shorter than
that in Geth (since Geth would require more branch nodes for
a more detailed distinction of addresses), adding fewer new
nodes. The difference of the trie node sizes will get bigger
as the blockchain grows, since the number of all accounts
increases sharply while the number of active accounts are
bounded. Among other data types, bloom filters increased
the size of block headers (Headers) by 10MB, and restore
transactions increased transaction sizes (Bodies, Receipts)
some, yet minor compared to the state trie size increase.

5.1.2 Fast and Compact Sync. Fast sync downloads all
transactions but replays only the transactions from the pivot
block to the current block, based on the state trie of the
pivot block (also downloaded). Compact sync does the same
except that it omits downloading the transactions occurred
before the pivot block. We evaluated both syncs for Ethanos
compared to Geth. For simpler comparison between Geth
and Ethanos, we performed fast sync and compact sync at

108

Kim, et al.

Synchronization time (sec)

SSNNSNNSNNANN
NN

,,
5

checkpoint #

‘ B0Geth-fast 00Ethanos-fast U0Geth-compact B8Ethanos-compact ‘

Figure 8. Synchronization time of fast sync and compact
sync between Geth and Ethanos at each checkpoint.

the (checkpoint + 64)'" block so that the checkpoint becomes
the pivot block. Then, the only difference between Geth and
Ethanos is if the snapshot of the state trie of the pivot block is
composed of all accounts up to the checkpoint (Geth) or only
active accounts during the checkpoint’s epoch (Ethanos).
Table 3 compares the storage size of Geth and Ethanos for
fast sync and compact sync at the the 7/ checkpoint. For
both syncs, Geth has a state trie size (Trie nodes) of 831MB,
but Ethanos reduces it to 220MB. On the other hand, Ethanos
increases the transaction size (Bodies, Receipts) and the block
header size (Headers). Overall, the reduction of trie size by
Ethanos has little impact on the total storage size of fast
sync (6.0GB vs. 5.9GB), since the transaction size clearly
dominates the trie size when only 300K blocks have passed
from the genesis block. However, it has a much higher impact
on the total storage size of compact sync (977MB vs. 374MB)
after it cuts the transaction size. Again, it should be noted
that this result is obtained only with the 300K blocks of two
months. Figure 7 depicts the total storage size of fast sync
and compact sync for Geth and Ethanos at each checkpoint.
The most important result is that the Ethanos state trie size
to download for fast sync or compact sync remains around
220MB, even if the blockchain grows with its number of ac-
counts and transactions being skyrocketed. Since the blocks
mined in our experiments are already filled with the maxi-
mum number of transactions mined in today’s Ethereum, and
since only the active accounts during the one-week epoch
comprises the state trie, the trie size is unlikely to far exceed
this size, as long as the number of one-week active accounts
remain around one million (which is true as of Jan 2020).
For compact sync, even if we make a sync near the end of
an epoch, thus downloading the last checkpoint’s state trie
of 220MB as well as the current pivot block’s compact sync
storage of 374 MB, the total storage for compact sync will be
594 MB, reasonable for a client to bootstrap as a full node.
The almost-constant trend can also be found in Figure 7.

5.2 Synchronization Time
Figure 8 shows the synchronization time of the four cases at
each checkpoint: Geth-fast, Ethanos-fast, Geth-compact, and
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Ethanos-compact. We performed each experiment 15 times
and obtain the average with the standard deviation, as shown
in the graph. Since we connect the host and the client directly
via Ethernet, we can measure the impact of downloading
reduced state tries and reduced transactions more precisely,
not just the impact of downloading less data, but download-
ing in a different way (i.e., traverse-transfer-rebuild for the
state tries and batch-download for the transaction data).

Figure 8 shows that as we pass more checkpoints, Ethanos
becomes tangibly faster than Geth in both fast sync and
compact sync, similar to the data size trend in Figure 7. How-
ever, there is one thing to note. If we compare Geth-fast
and Ethanos-fast at the epoch 7, the data size is almost the
same, but the synchronization time of Ethanos is 17% shorter.
Similarly, the data size of Ethanos-compact is half of Geth-
compact, yet the synchronization time is 75% shorter. The
difference of 290 seconds between Geth and Ethanos in both
cases must be caused by the difference of the state trie size
(around 610MB), which means that downloading the state
trie works at 475 sec/GB. Similarly, if we compare Geth-fast
and Geth-compact, or Ethanos-fast and Ethanos-compact,
and divide the time difference by the data size difference
excluding state trie size, we can see that downloading the
transaction data (and other minor data) works at 234~257
sec/GB. This indicates that downloading state trie is almost
twice slower than downloading other data, thus a bottleneck,
so downsizing the state trie by Ethanos is beneficial. Again,
this is a result only after 300K blocks, and if we synchronize
after a few million blocks, downloading a huge state trie
would be much slower, making an even larger benefit.

Another important result in Figure 8 is that the synchro-
nization time of Ethanos-compact is tiny compared to others.
Also, it increases quite slowly, similarly to the data size in-
crease of Figure 7, enough to allow any client to quickly
bootstrap as a full node.

5.3 Account Types at Each Checkpoint

We now examine the behavior of the Ethanos-based blockchain
in detail. For each checkpoint, we classified the type of each
account accessed during its epoch into four types: cached,
new, crumb, and restored. When an account is used by a trans-
action for the first time in an epoch, it is new if it has never
been used from the genesis block to the current block, cached
if it is available in the state trie of the last checkpoint, crumb
if it is not cached but used as a receiver, and restored if it is
not cached but used as a sender with no enough balance, thus
being preceded by a restore transaction. In Figure 9, all 1.2
million accounts at checkpoint 1 are new since the genesis
block has an empty state (o). Among these accounts, 0.35
million accounts are cached at checkpoint 2 while the rest
become dormant. There are no crumb or restore accounts
at this checkpoint, because all accounts accessed in the first
epoch are available in the state trie cached at checkpoint 1.
At checkpoint 3, since the first cached state trie is replaced
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Figure 9. Number and type of accounts at each checkpoint.

by the second state trie of checkpoint 2, crumb and restored
accounts begin to appear. The graph shows that there are far
fewer restored accounts than crumb accounts, meaning that
many dormant accounts could be reactivated as crumb ac-
counts without restoration. This makes the restored accounts
take less than 5% of the total accounts. If users understand
the operating mechanisms of Ethanos, the ratio of crumb
and restored accounts will decline. The number of cached ac-
counts remains almost constant in all checkpoints, implying
that many accounts are reused across checkpoints.

5.4 Overhead of Restore Transactions

We measured the number, the size, and the execution time
of restore transactions compared to normal transactions.
Figure 10(a) depicts the number of restore transactions and
normal transactions executed in each epoch. It indicates that
restore transactions are fractionally executed, taking less
than 1.5% of all transactions.

For the size and the execution time experiments, since the
number of transactions differs among the epochs and the
number of restore transactions is too small, we randomly
sampled 200 normal transactions and 200 restore transac-
tions for each epoch, and measured the size and the execution
time. Figure 10(b) shows the size of normal and restore trans-
actions, and the markers become darker in proportion to the
number. The size of normal transactions is constant (0.12KB),
but the size of a restore transaction is over 3KB and diverse
since a restore transaction must include at least one Merkle
proof (= 3KB) and multiple Void proofs. More proofs would
increase the size of a restore transaction, but we found that
bloom filters reduced the size by more than half.

Figure 10(c) depicts the execution time of normal transac-
tion and restore transaction. The execution time for a normal
transaction is under one millisecond on average, whereas
the time for a restore transaction is much longer because we
must visit all checkpoints until we meet the last active check-
point, searching the bloom filter and validating Merkle/Void
proofs at each checkpoint. Since 98.4% of accounts are reused
within 6 months as seen in Table 1, restoration with a huge
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Figure 10. Comparisons of normal and restore transaction (Tx).

overhead would be rare, and there are many ways to reduce
it (e.g., smart contract for automatic reactivation service).

We estimated how restore transactions affect the blockchain
performance using the data at the 7*" epoch. Here, a block
executes 248 normal transactions and 2.7 restore transac-
tions, on average, whose estimated execution time using
Figure 10(c) is 99.2 and 10.5 milliseconds, respectively. So,
restore transactions would increase the average execution
time of a transaction by 10%. However, the block interval in
Ethereum is 15 seconds, so the increase of the transaction
time is trivial compared to the mining time.

5.5 Evaluation of Epoch Length

We evaluated the epoch length. A longer epoch is expected
to produce larger state tries, increasing the bootstrapping
overhead, but lower the frequency of the restore transactions,
reducing the restoration overhead. For this experiment, we
extended the trace to 864,000 blocks from previous 300,000
blocks, which include the period of May 2019 when Ethereum
was more active due to its price rise. We evaluated four epoch
lengths: three days, one week, two weeks, and one month.
They made 50, 20, 10, and 5 epochs, respectively, during the
864,000 blocks. We performed the experiment by running the
pre-simulation to obtain the number/distribution of active
accounts in each epoch as well as the number of restore trans-
actions executed in each epoch (pre-simulation is enough
for this evaluation since running the Geth client would take
too long, yet producing no more meaningful result).

Figure 11 shows the number of active accounts at each
checkpoint for the four epoch lengths (we saw the data for a
weekly epoch during 300,000 blocks in Figure 9). For every
epoch length, the number of active accounts moves up and
down depending on the activity of Ethereum, and reaches
a peak around the 7.8 million block in May 2019 by attract-
ing many investors. We found that when the epoch length
increases, the number of active accounts in each epoch also
increases, but less proportionally (e.g., the number of active
accounts of one-month epoch is around 6 times more than
that of three-day epoch, not 10 times). Actually, for the last
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epoch when the number of active accounts is peak, the state
trie size of three-day epoch was 138MB, and it was 278MB
(one week), 454MB (two weeks), and 817MB (one month),
increasing just 86%, 70%, and 60% compared to the increase
ratio of the epoch length. This is due to the transaction work-
load highly skewed towards recent accounts, which tends to
reuse active accounts rather than creating new ones, espe-
cially in longer epoch lengths. Since the state trie dominates
the downloading space/time for compact sync, these sizes
will represent the bootstrapping overhead of epoch lengths.
Figure 12 shows the number of restore transactions at each
epoch. It also depicts the cumulative number for five intervals
(e.g., the bar at checkpoint 50 for the three-day epoch means
the cumulative number between checkpoint 40 and 50), so the
sum of the five bars is the total number of restore transactions
during the 864,000 blocks. As expected, larger state tries
of longer epoch lengths obviate restore transactions that
would otherwise be required, decreasing the total number,
yet the decrement is also not proportional (e.g., the number
of restore transactions of one-month epoch is around 1/5
of that of three-day epoch, not 1/10). The accounts restored
in longer epochs are also restored in shorter epochs, which
appears to reduce the decrease ratio. The drop from two-
week to one-month is notably more pronounced than others.
To decide an appropriate epoch length we need to consider
both the bootstrapping overhead and the restoration over-
head, especially the higher restoration overhead of smart
contracts; see Section 6.1. One-month epoch seems cost-
effective due to its relatively smaller increase of the state
trie size and larger decrease of the restoration frequency.
For mobile clients, however, bootstrapping with 817MB is
rather heavy, so one-week epoch seems appropriate until
the network speed and the storage size increase in the future
(two-week epoch is not efficient since it does not help much
in reducing the restoration frequency). We may employ a
variable epoch length adaptive to the trie size such that we
make a checkpoint when the current trie size reaches some
threshold, rather than when a fixed epoch length elapses.



Ethanos: Efficient Bootstrapping for Full Nodes on Account-based Blockchain

-10° -10°

EuroSys *21, April 26-29, 2021, Online, United Kingdom

-10°

T 1.5FT

=S
T
I

=
T
I

0.5

# of accounts

&
T
I

41 i

L

10
checkpoint #
(b) 1 week

0 10 20 30 40 50 0 5
checkpoint #

15

(a) 3 days

2 4 6 8

checkpoint # checkpoint #

(c) 2 weeks (d) 1 month

[ cached ] new [] crumb [ restored

Figure 11. Number

-10° -10°

of active accounts and their types at each checkpoint for four epoch lengths.

-10° -10°

i o
T T
| |
i o
T T

)
T

# of restore transactions

=
T

4t K 1

|
20 30
checkpoint #

40 50

checkpoint #

(a) 3 days (b) 1 week

i 6 i 2 I 3 P RO, E E
0 5 10 15 20

E 2
: g |
4 6 8 1 2 3 4

|
10 5

checkpoint # checkpoint #

(c) 2 weeks (d) 1 month

’+ restored - B - restored (cumulated at each interval) ‘

Figure 12. Number of restore transactions and their cumulative number at each checkpoint for four epoch lengths.

6 Discussions

This section discusses two additional issues of Ethanos, restora-
tion of smart contracts and downloading of block headers.

6.1 Restoration of Smart Contract

Although we did not deal with a smart contract account (CA)
in this paper, there is nothing special about restoring CA
except that its restore transaction might be larger, since it
must include a snapshot of the program state of the CA at
the last active checkpoint. The largest space overhead of the
snapshot is mainly due to the ownership record of assets
such as token based on the ERC-20 protocol. If each record
takes 52 bytes (20 for account address + 32 for balance), one
million users would make 52MB, so it is large. There are
three issues to consider for the restoration of CA.

First, unlike regular EOA accounts, the state of a smart con-
tract in active service is updated by many users continuously,
or by the owner of the CA, thus unlikely to be dormant (e.g.,
many popular smart contracts like CryptoKitties [27], Mak-
erDao [28], Compound [29], or Yearn [30], monitor and call
themselves regularly). On the other hand, a smart contract
once being out of service would be out of service forever,
so a dormant smart contract would never be restored again.
Ethanos can sweep most of these dormant, heavy smart con-
tracts (many of them are for testing, yet not self-destructed),
making the state trie much lighter.
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Second, even when a dormant CA were reactivated, there
cannot be a crumb that has a program state, so we do not
have to consider merging the program state of the original
CA and those of the crumb CAs. That is, the address of a
CA is calculated by hashing the RLP-encoded array of de-
ployer’s address and its nonce value (i.e., transaction count):
Address = keccak256(rlp.encode([deployer, nonce]))[12 :]
(keccak?256 is the Ethereum hashing function). Since the
nonce value increases monotonically, it is impossible to de-
ploy a new crumb CA with the same address. So, a crumb
CA can be created only by a value (Ether) transferred to the
address as an EOA, meaning that a crumb CA cannot have its
own program state, but only the balance. Therefore, we can
restore a CA by restoring the snapshot of the last program
state of the original CA, and then by merging the balances
of the CA and the crumb CAs, as we did with EOA.

Finally, we discuss how to serialize the program state to
a snapshot and restore it. The program state to be saved in
the snapshot includes only the state variables, and they are
stored in the database with an Merkle Patricia Trie (MPT)
structure called the storage trie, similar to the state trie. The
address is composed of the position for a singleton variable
or a hash value computed with the key and the position
(keccak256(key - position)) for dynamically-sized arrays or
mappings, and the data is located at the leaf of the MPT.
Since the position of each variable is statically decided and
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inferable from the code, the MPT is deterministic. A restore
transaction for a CA should include the snapshot of the
storage trie for its restoration. However, except for top three
CAs of Ethereum, there are fewer than 0.8 million users [31],
so it would not be impractical to save the MPT. To reduce the
space overhead, we may apply the Ethanos idea recursively
to the storage trie. That is, if a token owner wants to restore
a dormant CA to run a token transaction, it can restore
only its token record from the mapping variable (and other
involved token records and singleton variables). Since the
owner knows the keys (account addresses) while the variable
positions are fixed, the restore transaction can save only the
data extracted by a Geth API getStorageAt() without any
storage trie nodes, reducing the space overhead. We need a
more elaborate protocol, which will be discussed elsewhere.

6.2 Reducing Download Size of Block headers

After Ethanos-compact sharply reduces the state trie size
and the number transactions to download, the block headers
can be a bottleneck. For example, the total storage needed
by fast sync in Jan 2020 is around 235GB, where the size of
block headers is around 3GB, so bootstrapping with 3GB is
still burdensome. We can exploit the idea of NIPoPoW [14],
which reduces their download size without affecting the
security. It downloads only a sample of block headers of super
blocks, blocks with a higher mining difficulty, and chain them
together using the hash of the previous super block. These
block headers are much harder to forfeit than regular ones,
so verifying only these block headers at synchronization
would have a similar effect of verifying all block headers.

Now, remember that Ethanos requires the block headers
of the checkpoints to confirm Merkle/Void proofs and save
the bloom filters. Instead of choosing a checkpoint at the
exact, one-week epoch boundary of around 40,320 blocks,
we propose choosing a checkpoint near the boundary, at
a super block. Fortunately, super blocks are known to ap-
pear periodically [32, 33], so we can choose a checkpoint in
around one-week period. Then, we can download only 226
block headers if we synchronize in Jan 2020 when Ethereum
has 9.1M blocks (9.1M / 40,320), and their size is 84KB (226 *
370 bytes). This means that the total download data for syn-
chronization can be below 1GB (Ethanos-compact download
size of around 600MB plus the NIPoPoW download size of
0.92MB accommodating 100M blocks).

7 Related Work

There have been a few Ethereum improvement proposals
(EIPs), aimed to reduce the state trie size by eliminating empty
accounts or accounts with negligible balances, such as EIP-
158 [34], EIP-161 [35], and EIP-168 [36]. EIP-158 defined an
empty account whose nonce and balance are zero with empty
codeHash and storageRoot, and allows miners to delete them
to save storage. EIP-161 in the spurious dragon hard fork [37]
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covers several edge cases of EIP-158, but they occur sporad-
ically, so the impact is minimal. EIP-168 proposed a more
aggressive optimization by removing dust accounts whose
balance is less than the transaction fee, but this proposal is
still under discussion because of the security concerns.

Vault takes a similar approach to reduce the bootstrapping
time and storage [38] for Algorand blockchain [6]. Vault ob-
served that 38% of EOA on Ethereum has no balance, but
Ethereum cannot remove them due to the risk of the replay
attack. Vault introduced an expiration date to transactions
so that it can safely remove those accounts whose balance
is zero and whose last transaction has expired. The experi-
mental results show that the state size could be reduced to
3.1GB (one shard) when the state size of Ethereum is 5GB,
when making a synchronization after executing 500 million
transactions. Unlike EIPs or Vault, Ethanos removes dormant
accounts occupying more than 95% of the accounts, which
significantly reduces storage size and bootstrapping time,
and restores them if needed. Furthermore, Ethanos is a gen-
eralized solution , while Vault is only applicable to Algorand.

Utreexo [39] reduces Bitcoin’s UTXO set, analogous to
Ethereum’s state trie. It represents a UTXO set with a hash-
based accumulator similar to a Merkle tree, and saves the root
hash in the block. This allows a node to verify a transaction
without a full UTXO set, given a proof that a UTXO is in
the accumulator. Utreexo caches the accumulator data of
recent UTXOs in a node, reducing the proof size. Compared
to Ethanos, reducing UTXO set with recent UTXOs is similar
to reducing state trie with active accounts, so is spending
old UXTO with a proof to restoring dormant accounts.

8 Summary

State-based blockchain suffers from data explosion. We pro-
posed Ethanos, which periodically sweep dormant accounts,
rebuild the state trie only with active accounts, and restore
dormant accounts when needed. Ethanos can reduce the
state trie size to about 220MB, so when combined with opti-
mizations that omit old transactions and less-important block
headers, it is plausible to bootstrap with less than 1GB, within
a few hundred seconds. This not only increases the number
of full nodes/miners, thus improving blockchain security,
but allows occasional on-line users to be a full node when-
ever transmitting transactions, thus improving user security.
Ethanos is applicable to any state-based blockchains (even
Ethereum 2.0), especially those aiming high transactions-
per-second, which suffer more from state explosion.
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